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MagEar

MagEar: Eavesdropping via Audio Recovery using Magnetic Side Channel

Receiver coil

Battery

Circuit module

receiver coil design

1. Frequency band 
Adjustment

2. Interference 
Confrontation

3. Frequency Response
Equalization

4. Angle
Adjustment

system design

1. Geometric Shape

2. Spiral or Cylindrical 

3. Geometric Size

4. Sensitivity and SNR



Coil Design

1. Geometric Shape
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2. Spiral or Cylindrical coil
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Coil Design

3. Geometric Size
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Coil Design

5. Signal-to-noise ratio4. Sensitivity
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𝑟𝑒𝑎𝑐ℎ 𝑚𝑎𝑥𝑚𝑖𝑚𝑢𝑚 𝑤ℎ𝑒𝑛 𝑫𝒊/𝑫 = 𝟏/𝟑

𝐷: outer diameter
𝐷𝑖𝑛: inner diameter
𝑙: coil height
𝑑: wire diameter

𝑟𝑒𝑎𝑐ℎ 𝑚𝑎𝑥𝑚𝑖𝑚𝑢𝑚 𝑤ℎ𝑒𝑛 𝑫𝒊/𝑫 = 𝟏/𝟐



Feature Enhancement

1. Frequency band Adjustment
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Feature Enhancement

2. Interference Confrontation

➢ notch filter
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Feature Enhancement

3. Frequency Response Equalization 4. Angle Adjustment

Best Angle 𝟎°

Attacker

Victim

Dual Coils Mode

Default Mode

Two coils mode





Evaluation - setup

Speech metrics

➢ MFCC

➢ MOSNet

➢ Automatic speech recognition

• Accuracy

• Word Error Rate

Dataset

Receiver coil

Battery

Circuit module

➢ English speech audio from LibriTTS



Evaluation

1. Performance in phone call eavesdropping with different distances between the speaker and MagEar.

Eavesdropping on different speakers



Evaluation Physical obstacles & Environments

Airpods Iphone

2. Results of eavesdropping through various obstacles. 3. Eavesdropping performance in 

different environments .



Thank you for your listening！


